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CONCLUSION
At the end of this research and after completing the study of the Offense
of electronic extortion in Libyan legislation, the study concluded with a
set of results with an attempt to present some recommendations
according to the following statement:

4-1-  Results:
4-1-1: The Offense of electronic extortion is considered one of the forms of
electronic crime that emerged as a result of the negative use of modern
technology, and has led to threatening the lives of individuals and transformed
their lives from safe and stable to a life full of fear and disorder, as it is an
immoral Offense that has spread in all societies.
4-1-2: The Offense of electronic extortion is distinguished by characteristics
that distinguish it from other traditional crimes due to its connection to the
Internet and modern technology. Criminal behavior does not appear in a
tangible way due to hiding behind the screens of electronic devices, as its
refuge is the virtual world.
4-1-3: The Offense of electronic extortion is considered one of the most
dangerous new electronic crimes due to the difficulty of limiting it and the
extent of its effects. It has been described as a cross-border Offense in
addition to the psychological and social effects that affect all societies, as they
are Offenses that are subject to technical development due to the openness of
the world and the continued wheel of technological progress.
4-1-4: The increase in electronic extortion Offenses in terms of quantity and
type in an unprecedented manner, given the modern technologies and their
availability at low prices, which enable the perpetrator to communicate with
victims across countries of the world with ease and simplicity, which makes
it difficult to uncover this Offense, reach its perpetrators, and bring them to
criminal justice. Extortion may start in one country and end in another.
4-1-5: The Offense of electronic extortion is realized when the threat is
related by the extortioner to a request from the victim to either do an act or
refrain from doing it in exchange for money or sexual benefit or obtaining
something he is not entitled to.
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4-1-6: Despite the issuance of Law No. 5 of 2022 regarding combating
electronic crimes, which included a definition of electronic crime, it came
devoid of any reference to the Offense of electronic extortion, neither in terms
of defining the seriousness of this Offense nor in terms of criminalizing it and
imposing deterrent penalties on its perpetrators, but rather leaving the matter
of organizing it in accordance with the provisions of the general rules
contained in the Penal Code.

4-2-  Implications:
4-2-1: The necessity of spreading awareness and education among members
of society in general, and the family in particular through awareness
institutions (mosques, educational institutions, media outlets, etc.), and
intensifying media campaigns on the subject of electronic extortion Offenses
and preparing and broadcasting visual and audio awareness programs that
alert them to the danger of this Offense.
4-2-2: Urging victims who are subjected to the Offense of electronic extortion
on the necessity and importance of reporting to the security authorities and
not submitting to the demands and desires of the extortion under the pretext
of fear of scandal and encouraging them to communicate with the competent
security forces to arrest the perpetrators and bring them to justice.
4-2-3: Establishing a new department in the faculties of law at all Libyan
universities to study aspects of legal protection of information and the
Internet, to guide and advise them, which contributes to combating electronic
extortion Offenses, and to work on introducing the subject of electronic
crimes into the field of scientific research and studies to warn of the risks
resulting from them.
4-2-4: Work to include the Electronic Crimes Law No. 5 of 2022 on the
Offense of electronic extortion, so that a special clause is added that clearly
defines this Offense and how to commit it, and another article criminalizes its
commission, and imposes deterrent penalties, and even increases the penalty
and increases the period of imprisonment or imprisonment if the victim is a
minor, disabled person, or child.
4-2-5: The establishment of special security services to combat cyber-
extortion Offenses, equipping them with qualified personnel in the security
and technical sphere and qualifying those responsible for them to develop
their information in the field of cyber-extortion Offense.
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The Offense of Electronic Extortion in the Libyan Legislation
Dr. EMAN SALEH ALAQ
Faculty of Law Zawia — Universty of Zawia — Libya
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Abstract:

Recently, the offense of electronic extortion has spread and entered
the scope of emerging crimes, which is one of the forms of electronic crimes
that arouse terror and fear in the victim, as the extortioner with weak souls
lures the victim to pressure and extortion her, which forces the victim to
comply and respond to the extortioner's demands and carry out actions that
harm him, his honor and his money.

This study aims to shed light and highlight a new and dangerous Offense that
has recently appeared over the Internet and represents a violation of the
sanctity of private life.

This study addressed the legal structure of the Offense of electronic extortion
in terms of its concept, characteristics, and elements of the Offense of
electronic extortion, as well as the attempt and criminal contribution to this
Offense.

After presenting this study, we concluded that the Offense of electronic
extortion is characterized by characteristics that distinguish it from traditional
crimes in view of its connection to the Internet and modern technology, as
well as the criminal behavior appears in an unclear and intangible manner, as
its refuge is the virtual world. The Offense of electronic extortion is realized
if it is related to the threat by the perpetrator to the victim to do or refrain from
doing an act.

The study recommends the necessity of spreading awareness among
Community members and their awareness of this dangerous Offense and
urging victims who are exposed to this Offense of the importance and
necessity of notifying the security authorities and not submitting to the
perpetrator’s requests and working to include the Electronic Offenses Law
No.5 of 2022 on the Offense of electronic extortion and creating security
agencies and providing them with qualified cadres entrusted with combating
electronic extortion Offenses.

Keywords: extortion - electronic - electronic crimes - criminal contribution.
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